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LDAP Servers

University of Michigan

OpenLDAP

IPlanet/SUunONE Directory Server
Fedora/Redhat Directory Server
Microsoft Active Directory (AD)
Novell eDirectory

Oracle Internet Directory

IBM SecureWay Directory

Critical Path InJoin Directory Server
Data Connection Directory
OctetString Virtual Directory Engine

|
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OpenlLDAP
-

# Based on UMich ldap server
# Available from http://www.openidap.org/
# \ersion 2.3.21 - implements LDAPV3

o |
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OpenLDAP Platforms
-

# Runson;
s FreeBSD
Linux
NetBSD
OpenBSD
MacOS X
Most commercial UNIX systems

e o o o o

# Ports In progress:
s BeOS
s Microsoft Windows NT/2000

o |
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OpenLDAP Features

LDAPvV3 (RFC 3377)

SASL Bind (RFC 2829)

Start TLS (RFC 2830)

LDIFv1 (RFC 2849)

Schema updates over LDAP via cn=config

|
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OpenlLDAP Features cont
-

Content Synchronization operation

Password Modify operation (RFC 3062)

Named Referrals / ManageDSAIt control (RFC 3296)
Simple Paged Result Control (RFC 2696)

All Operational Attributes + attribute list feature (RFC
3673)

supportedFeatures discover mechanism (RFC 3674)

|
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# |DAP daemon called slapd

LDAP slapd architecture
-

Choice of backend databases - see next slide
Multiple database instances

Access control - via ACLs and tcp wrappers
Threaded

Replication

Security - privacy via TLS, authentication via SASL
Internationalization

|
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slapd storage backends

- N

# BDB - Sleepycat Berkeley DB backend - standard in
OpenLDAP 2.1 and above

# HDB - Hierachical version, similar to BDB - will replace
BDB as default

# LDBM - high performance disk based db - uses
BerkeleyDB, GNU DBM, MDBM or NDBM - now

obsolete

o |
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slapd proxy backends
LDAP - |dap proxy backend T

META - Idap proxy backend for multiple servers and
naming context masq - similar to LDAP

SQL - mapping sqgl to Idap to present information from
legacy RDBMS (in OpenLDAP 2.x)

|
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slapd generating backends

-

DNSSRYV - dns based backend to serve referrals from
SRV records

MONITOR - monitoring info

NULL - null backend db, similar to /dev/null
SHELL - shell interpreter embedded backend
PERL - perl interpreter embedded backend

PASSWD - simple password file db - serves up user
account info from /etc/passwd style files

|
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Overlays
Introduced in OpenLDAP 2.2 T

Software that provides hooks into functions equivalent
to those provided by backend

Stacks between front end and backend databases
Provides customizing of backends without rewriting
Provide functions that can be used in multiple backends
As of OpenLDAP 2.3, can be used on frontend too

See servers/slapd/overlays in src code for more details

|
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LDAP slapd architecture

slapd

Info
Directory
TCP/IP

query

LDAP
Client

T



-

LDAP slurpd architecture

# Replication daemon called slurpd
s Frees slapd from worrying about hosts being down

etc

s Communicates with slapd through text file

Client

slapd

replication
log slurpd

LDAP _lmu
DA% I

. o8
writes reads ""l
out in

changes logfile

]

dave
slapd

dave
slapd

-

|
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Slurpd Replication Log File
-

Slapd writes out a replication log file containing: T
# Replication host

# Timestamp

# DN of entry being modified

o

List of changes to make

o |
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Slurpd Replication Log File Example
- -

replica: slave.exanple.com 389

time: 93491423

dn: ui d=bmar shal , ou=Peopl e,
dc=exanpl e, dc=com

changetype: nodify

replace: multiLineDescription

description: There once was a sysadmn. ..

repl ace: nodifiersNane

nodi f i1 ersNane: ui d=bmar shal , ou=Peopl e,
dc=exanpl e, dc=com

repl ace: nodi fyTi nestanp

nodi fyTi nestanp: 20010606122901Z

- |
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LDAP Sync Replication

Allows clients to maintain copies of LDAP tree T
fragments

OpenLDAP implementation called syncrepl

In process of becoming a standard - see The LDAP

Content Synchronization Operation Internet Draft by
Kurt Zeilenga

Provides stateful replication with both push and pull
based sync

|
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LDAP Sync Replication cont

- N

#® Subject to normal access controls to access data

# refreshOnly - pull based
s Consumer servers not tracked
s No historical information kept
s Uses periodic polling

o refreshAndPersist - push based

» Provider keeps track consumer servers who have
requested updates

s Sends updates as contents are modified

o |
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LDAP Sync Replication Implementation

-

© o o o

o o

B

Database requires a syncrepl specification
Launches syncrepl engine as a slapd thread
If refreshOnly, thread wakes up after the interval time

If refreshAndPersist, thread remains active and sends
updates

Provider only works with back-bdb or back-hdb backend
Consumer works with any backend

|
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Slapd.conf Example

o N

# See sl apd.conf(5) for details

# on configuration options.

# This file should NOT be world readabl e.
#

| ncl ude [ et c/ openl dap/ sl apd. at. conf
| ncl ude / et c/ openl dap/ sl apd. oc. conf
schemacheck of f

pidfile [ var/run/ sl apd. pi d
argsfile [ var/ run/ sl apd. args

def aul t access read

o |
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Slapd.conf Example cont

-

access to attr=userpassword
by self wite
by * read

-

access to x
by self wite
by dn=".+" read
by * read



Slapd.conf Example cont

F_;_####;hf###hhf#ahhhf####atyf#;hf#ahf###ahf#####1qf####ahf4ﬁhhf __T
# | dom dat abase definitions
HHHHHHHHHHHHHHHHAHBH AR AR AR AR B R B R B R BB
dat abase | dbm
suffix "dc=exanpl e, dc=cont
r oot dn "cn=Manager, dc=exampl e, dc=cont’
r oot pw {crypt}l An4J@Xnm\p9
replica host=replica. exanpl e. com 389

bi nddn="cn=Manager, dc=exanpl e, dc=cont’

bl ndmet hod=si npl e credenti al s=secr et

replogfile /path/to/replication.l og
cl eartext passwords, especially for

t he rootdn, should be avoid. See

sl apd. conf (5) for details.

t_glrectory [var /|1 Db/ openl dap/ __J
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ACL for who
-

Can restrict by:

# Distinguished Name

o Filter that matches some attributes
# Attributes

o |
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ACL for what
5

Can restrict with: T
$ Anonymous users
® Authenticated users

# Self - ie, user who owns the entry
# Distinguished name
# |P address or DNS entry

o |
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ACL permissions

p

» none

ermissions are:

auth
compare
search
read

© o o o 0

write
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© o o o 0

ccess control priority:

ACL Priority

Local database

Global rules

Runs thru in order the rules appear in the config file
First checks what is being requested, then who
First matching rule is used

This means ordering is important

|
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ACL examples

-

access to attri bute=userpassword __T
by dn="cn=Manager, dc=examl e,
dc=coml wite
by self wite
by * read

access to dn="(.=*,) ?dc=exanpl e, dc=conf
att r =honePhone
by self wite
by dn="(.*,) ?dc=exanmpl e, dc=cont’ search
by domal n=. *\ . exanple\.comread
by anonynous auth

o |

SAGE-AU Conf 2006 — p. 27



OpenLDAP and SASL

- N

# SASL - Simple Authentication and Security Layer
(RFC2222)

o Offers several industry standard authentication
mechanisms
s PLAIN, LOGIN
s DIGEST-MD5
s KERBEROS V4
s GSSAPI
s EXTERNAL

o |
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SASL Authentication

- N

#® Basic steps:

s Configure slapd to communicate with client program
(service key, public key, shared secret)

s Map authentications identities to LDAP DN

® Authentication ID

o If realm is the default, can leave that section out
completely

ul d=<user nane>, cn=<r eal np,
ch=<nechani sn>, chn=aut h

o |
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Mapping Auth Id to LDAP Entries

e

-

Not intended that cn=auth exists, use mapping to
existing users

Use sasl-regexp directives to define maps

sasl-regexp <search pattern> <replacement pattern>
Search pattern uses regex as per regex(7)

s . =any char

s * = zero or more of previous char

s + = o0one or more of previous char

s ? = zero or one of previous char

s () = store match in $n, where n is the n’th paren set

Replacement pattern is users DN, or LDAP URL

|
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sasl-regex examples

-

sasl -regex uid=(.*), cn=di gest-nmd5, cn=aut h
ui d=%$1, ou=Peopl e, dc=exanpl e, dc=com

sasl -regex uid=(.*), cn=exanpl e.com
cn=ker beros v4, cn=aut h
ui d=%$1, ou=Peopl e, dc=exanpl e, dc=com

sasl -regex uid=(.*), cn=di gest-nd5, cn=aut h

| dap:/// ou=Peopl e, dc=exanpl e, dc=com
??sub?(ui d=%$1)

o |
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sasl-regex Recommendations

-

Don’t set search pattern too leniently - easy to allow
access when shouldn’t

Allow for realm being omitted, as well as explicit realm
entry

List explicit realm entry first
If users are spread over multiple ou’s, use a LDAP URL

If LDAP URL returns more than one or zero entries,
authentication fails

|
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SASL DIGEST-MD5
-

Client and server share a secret

Server generates challenge, client response proving it
knows the secret

Stores secrets either in directory (Cyrus SASL 2.1) or
seperate database (sasldb)

Obviously important to protect passwords - either ACLs
or file permissions

Shared secrets needs access to plain text password

|
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DIGEST-MD5 Passwords
=

#® Secrets stored in sasldb (Cyrus SASL 2.1)
$ sl asl passwd2 -c <usernane>

#® Secrets stored in LDAP directory
o Password stored in userPassword In clear text
s slapd.conf needs:

passwor d- hash { CLEARTEXT}
# Authentication id form:

ul d=<user nane>, cn=<r eal nv,
cn=di gest - nd5, cn=aut h

o |
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Slapd and TLS
-

To generate a certificate:

-

$ openssl req -newkey rsa: 1024 -keyout

server. pem - nodes -x509 -days
-out server. pem

365

Assuming that the slapd.conf file is properly configured, the

following additions are required:

TLSCertificateFile fusr/li1Db/ss
TLSCertificateKeyFile /usr/lib/ss
TLSCACertificateFile /usr/lib/ss
replica host=hostnane: 389
tl s=yes
bi nddn="nor mal bi nd paraneters"
bi ndnet hod=si npl e
t__ credent i al s=password

[/ m sc/server. pem
/ m sc/server. pem
[/ m sc/server. pem

|
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Slapd and TLS cont
W -

Configure your slapd init scripts to run with the following
options:

slapd -h "ldap:/// |daps:///"
To confirm that it is listening, run the following:

$ sudo netstat --inet --1 -p | grep sl apd
tcp O O =:ldap *.*% LISTEN 17706/ sl apd
tcp O O »:ldaps =*:* LISTEN 17706/ sl apd

To check the certificate:

$ openssl s client -connect |ocal host: 636 \
-showcerts

o |
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Referral - Subordinate

-

To delegate a subtree to another server, use the ref
attribute to specify the Idap url to follow.

dn: dc=subtree, dc=exanple, dc=net

obj ect Cl ass: referral

obj ect C ass: extensi bl e(nj ect

dc. subtree

ref: | dap://Db.exanple.net/dc=subtree,
dc=exanpl e, dc=net/

o |
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Referral - Superior

-

To specify another Idap server to go to if the current request
IS outside the servers naming context, use the referral
directive.

referral | dap://root. openl dap. org: 389/

-

o |
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Referral - ManageDsalT

-

Managing referral objects is done using a tool which

su
Te

object as an entry

pports the ManageDsalT control
Is the server that you want to manage the referral

Stops server from sending a referral result
Use the -M option to Idapmodify or Idapsearch

|
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OpenLDAP Schemas

-

Schema

Use

-

core

cosine
Inetorgperson
misc

nis

openldap
java

corba
kro5-kdc
netscape-profile
sendmalill

OpenLDAP core

Cosine and Internet X.500 (RFC 1274)
InetOrgPerson

Assorted

Network Information Services (RFC 2307)

OpenLDAP Project

Java Object (RFC 2714)

Corba Object References (RFC 2714)
Kerberos KDC

Netscape Roaming Profiles

Sendmail LDAP Routing

!

—
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RootDSE

- N

0 discover what the server supports, use something like:

$ | dapsearch -s base -b "" +
dn:
nam ngCont exts: dc=exanpl e, dc=com

supportedControl : 2.16.840.1.113730.3.4.2
supportedExtension: 1.3.6.1.4.1.4203.1.11.1
supportedExtension: 1.3.6.1.4.1.1466. 20037
supportedFeatures: 1.3.6.1.4.1.4203.1.5.1
support edLDAPVer si on: 2

support edLDAPVer si on: 3

support edSASLMechani sns: CRAM VD5

support edSASLMechani sns: DI GEST- MD5

subschemaSubentry: cn=Subschema

o |
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Schema Discovery

- N

o discover what schemas etc the server supports, use
something like:

$ | dapsearch -s base -b "cn=Subschema" +
It will return:

ldapSyntaxes
matchingRules
attribute Types

© o o o

objectClasses

o |
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Server Monitoring

- N

# Compile slapd with —enable-monitor
# Added the following to slapd.conf:

nodul epat h [usr/ |1 b/l dap
nodul el oad back nonitor
# The backend type

dat abase noni t or

# Access controls

access to x
by dn="cn=adm n, dc=gunby" wite
by * read

o |

SAGE-AU Conf 2006 — p. 43



Server Monitoring

-

# To search do the following:

$ | dapsearch -x -b "cn=Monitor’

o Top level output:

dn: cn=MNoni t or

obj ect d ass:
obj ect d ass:
obj ect C ass:
cn: Monitor
descri ption:
(May 17

o

t op
noni t or
ext ensi bl eObj ect

@#) $OpenLDAP: slapd 2.1.17

2003 22:02:20) $

|
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SUnONE Directory Server
-

Originally based on U.Mich LDAP server

Was Netscape Directory Server, then Iplanet, then
SunONE

Available from http://www.sun.com/
Current version i1s 5.2

Platforms supported:
s Solaris

Linux

Windows 2000
HP-UX

AlX

e o o @

|
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SUunONE Directory Companion Products

- N

# Directory Proxy Server
s Provides a firewall for the directory - can route
requests
® Access Manager
s Access control, single signon and federation

# Identity Synchronization for Windows
» Helps synchronize authentication data between
Windows NT, Active Directory and SunONE
# ldentity Manager

s Provisioning, password management, identity sync
etc

o |
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SUunONE Directory Server Components

- N

Directory server

Admin server

Server console for remote management
Command line tools

SNMP agent

Migration tools for previous versions

© o o o o o o

Client tools

o |
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SUunONE Directory Server Architecture

-

© o o o 0

-

Core server to process requests

Directory server console for managing server
Frontends for LDAP, DSML and SNMP
Plugins for access control, replication etc
Initial directory tree, for server config etc

|
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SUnONE Directory Server features

- N

#® LDAPvV3 - RFC2251
s Search filters - RFC2254
o Search references (smart referrals)
s LDAP URL - RFC2255
s LDIF - RFC2849

o DSMLvV2
s HTTP and SOAP transports
s Native DSML support, not gateway
s Allows non-LDAP clients access to data
s Allows interfacing using XML
s DSML front end is restricted HTTP server

L’ All access controls apply to both J

SAGE-AU Conf 2006 — p. 49



SUnONE Directory Server features cont

-

o

© o o @

-

Multiplatform - including 64 bit systems
Multidatabase design
Large cache support - can support > 4GB caches

Improved update performance
s Group flush

s Index compression

s Replication compression

s Improved checkpointing

Improved searching
s 64 bit server process
s Improved algorithms for reading caches

|
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SUnONE Directory Server features cont

-

9

9

© o o o

-

Supports Sun Cluster

Advanced replication

s Simple replication

s Cascading replication
s Multi-master replication
s Fractional replication

Indexes

SSL, TLS and SASL encrytion and authentication
Dynamic groups

Schema and ACL replication

|
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SunONE Server Console

Consale  Edit Miews Object Help

Sun™ ONE Server Console

Servers and Applications

| Default Wiew

i gumby.humbug.org.au

El gumby . humbug.org.au
@ a muoh-uml.gumby.humbug.i Domain name: gumby humbug.org.au

Q [ Server Group Description: 5tandard branch for configuration information
@ Administration Serve | User directory host and port: muon-uml.gumby. humbug.org.au:359
@ Directory Server (mu Secure connection: ||

Uszer directory subtree: dc=gumby,dc=humbug,dc=org,dc=au
Bind Di:

Bind pazsword:
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SunONE Admin Tasks

Consale  Edit Miews Help

F -
vl

Sun ONE AdfinistrationServer VBFSIEn 5.2

Tazks

Stop Server

Restart Server

Configure Admin Server

Logging Options

Manage Certificates

Configure SNMP Master Agent

|
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SUnONE Admin Config

Consale  Edit Miew Ohbject Help

T
L 4 o i A P P
Sun ONE Administration Server FERSIEH =S

Configuration

@ Administration Server M etk
SMMP Master Agent
? ﬁ Logs ~Process Settings

Accesses Port: | 390

@ Errors

IP Address: |

Server LI |r|:u:|t

rCannection Restrictions

Host Mames to allow

Tgumby. humbug.org.au Add

Edit |
Remaove |
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SunONE Directory Server Tasks
-

Consale  Edit Miews Help

Sun™ ONE Directory Server Version 5.2

Tazks

Start Directory Server

Stop Directory Server

Restart Directory Server

Back up Directory Server

Restore Directory Server

Manage Certificates

Log in to Directory Server as a new user

|
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UNONE Directory Server Config

Consale  Edit Miews Object Help

Sun™ ONE _Directory Server

Configuration

I@ muoan-uml.gumby humbug.g
@[3 Data ;
o \&_5 dc=gumby,dc=humb
= Replication ¢Disab
o \&_5 o=MetzcapeRoot
= Replication ¢Disab
Perfarmance
Schema
@ Backups
Logs
@ [ Plugins
‘b 7-bit check
fah ACL Plugin
%ACL preoperation
% Binary Syntax
% Boolean Syntax
% Case Exact 5tring Syr
‘:&5 Case lgnore S5tring 5
% CaseExactMatch F‘Iug_

Wersion 5.2

sSettings
[ serveris read anly

[¥] Track entry modification times

Directary Manager

Directory Manager DM: ||:n=DirE|:t|:|r§.f Manager

-

Manager password encryption: | Salted Secure Hazhing Algorithm {S5HA)

] vy paggmrd: I'r'ﬁ"ﬂ"ﬂ"ﬂ"ﬂ"ﬂ"ﬂ"ﬁ"ﬂ"ﬂ"ﬂ"ﬂ"ﬂ"ﬂ"k?r'ﬂ"ﬂ"ﬂ"ﬂ'WWWWWWWWWWWWWWWWWWWWWW

Confirm password: I-rwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwww

iwh, Chaihing database
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SUnONE Directory Server Directory

Consale  Edit Miew Ohbject Help

Sun™ ONE _Directory Server Version 5.2

Directory

I@ muon-uml.gumby.humbug. =
@ [ do=gumby,dc=humbug, i
|g| Croups .
|E| People (5 acizs)
|E| Special Users
@[3 o=MetscapeRoot (3 acis);
@ @Tupulugyhﬂanageme
E‘ Croups
E'Administramrs
o |E| gumby. humbug.org
- @ Clobal Preference)
@ Host Preferences |
@ &: muon-uml.gumb
[o E' UszerPreferences
(D cn=schema {5 acis)
@[3 ch=maonitor {5 acis)
[ disk
@ [ ch=config {4 acis)
©- [ features
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UNONE Directory Server Status

Consale  Edit Miews Object Help

Sun™ ONE _Directory Server

I@ muan-uml.gumby. humbug.org.

‘:&_5 Suffixes

@, Chained suffixes
Logs
Replication

Status

Refresh | [[] Continuous refresh

Startup time on server: 260703 18:24
Current time on server: 26 07,03 20:20

Resource Summary:

Wersion 5.2

Resource

| Usage Since Startup

Average Per Minute

Connections 59

0.5

Operations Initiated 599

2.1

Operations Completed 695

2.1

Entries Sent To Clients 1265

11.0

Kilobytes Sent To Clients 1275.2

111

Current Resource Uzage:

Active Threads

Open Connections

Remaining Available Cannections

Threads Waiting To Read From Client

Databazes In Use

Open Connections:

Time Opened| Initiated | Completed

| Bound As

| State

| Type

Sat Jul 26 20... 313 312

|uid=admin,... | Mot blocked |LDAP

Sat (Ul 26 15, |1 [1

| cn=admin-

.. | Mot blocked

[LDap
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Fedora Directory Server

-

Forked version of the Netscape Directory Server
(pre-predescentant of Sun ONE DS)

Fully open sourced

Runs on:
s Linux
s Solaris
s Windows 2000
s HP/UX

Mostly similar to Sun’s Directory Server

Old version of replication protocol - might work with Sun
DS in legacy mode

Latest version: 1.0.2 J
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Apache Directory Server

Embeddedable LDAP Server

Written In Java

Has triggers, stored procedures, gueries and views
Pluggable architecture means easy to extend
Frontend and backend are competely seperable
Administered by system naming context at ou=system
Still in development

Latest version: 1.0RC3

URL: http://directory.apache.org/

|
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© o o o o 0

Provides a directory for a Microsoft network:

Active Directory and LDAP
-

Centrally manage
Central security

Central user administration

Integrates with DNS

Information replication

Provides all the services a domain controller did

|
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Active Directory Application Mode
-

Windows 2003 has Active Directory Application Mode (or
ADAM)

# Stand alone directory service

-

® Uses same core code as AD

# Non system service
s Can run on non-DCs
s Run multiple versions and configure independently

# Allows integration with applications
#® LDAPv3 compliant - supports most LDAPv3 RFCs

o |
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Microsoft Services for Unix

-

Toolkit provided by MS to integrate unix hosts into AD
Specifically of interest is the NIS server

Extends AD schema to allow RFC2307 attributes - uid,
gid, shell, home dir etc

Useful for syncing data to / from another LDAP server
Available at http://www.microsoft.com/sfu/

|
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Security Considerations for Directory Servers

- N

# Slapd defaults to binding to all IPv4 and IPv6 interfaces,
consider binding to only the required ones - eg, listen
just on localhost

Firewall the port to restrict access

Use tcp wrappers to restrict at application level
Use TLS or SSL if possible

Consider VPN / other encryption techniques

© o o o 0

Consider directory proxy at frontend

o |

SAGE-AU Conf 2006 — p. 64



Using LDAP In Applications
- -

| LDAP
nml Server

LDAP
Query

CDAP Client
Library

LDAP API

| Application |

LDAP Enabled
Application

o |
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Using Multiple Applications

Application clients



Linux Authentication

-

# Consists of two main parts
s PAM - Pluggable Authentication Modules
» NSS - Name Service Switch

o |
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PAM
-

Allows sysadmin to choose how applications
authenticate

Consists of dynamically loadable object files - see
dlopen(3)

Modules stored in /lib/security/pam_modulename.so

Seperates development of applications from developing
of authentication schemes

Allows changing of authentication schema without
modifying applications

|
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PAM cont
| -

# Remember in early days when Linux changed to
shadow passwords
s Used to have hard coded authentication method -
/etc/passwd

s Needed to recompile any programs that
authenticated

s \ery frustrating for most users

# Can have different apps auth against different
databases

# Can also do restrictions on various things - eg login
time, resources used

o |
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PAM Config files
-

Each application has a (hard coded) service type

Config files can be kept in:
s /etc/pam.conf
s /etc/pam.d, with a seperate file per service type

Format for /etc/pam.cont:

servi ce nodul e-type control -fl ag
nodul e- pat h argunents

Format for /etc/pam.d/service:

nodul e-type control -fl ag
nodul e- pat h argunent s

Can have multiple entries for each module-type - knownJ
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PAM Module Types
B -

® Authentication

s Establishes the users is who they say they are by
asking for password (or some other kind of

authencation token)

s Can grant other privileges (such as group
membership) via credential granting

® Account

o Performs non-authentication based account
management

» Restrict access based on time of day, see if accounts
have expired, check user and process limits etc

o |
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PAM Module Types cont
- -

® Session

s Deals with things that have to be done before and
after giving a user access

s Displaying motd, mounting directories, showing if a
user has mail, last login, updating login histories etc
# Password

o Updating users authentication details - ie, changing
passwords

o |

SAGE-AU Conf 2006 — p. 72



o b

© o o o o @

Name Service Switch (NSS)
-

Provides access to user information after authentication

Provides more information than just username and
password

Originally done by changing the C library

Now done using dynamic loadable modules
Follows design from Sun Microsystems

Can get this information from places such as LDAP
Modules stored in /lib/libnss_name.so
Configuration file is /etc/nsswitch.conf

|
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Name Service Caching Daemon - NSCD

f Caches name service lookups T
Part of glibc

Config file Is /etc/nscd.conf

© o o @

Useful for not requiring an ldap lookup for everything

o |

SAGE-AU Conf 2006 — p. 74



°

System Authentication
Uses RFC2307 T

Provides a mapping from TCP/IP and unix entities into
LDAP

Gives a centrally maintained db of users

Can create own tools to maintain, or use ready made
ones

Could dump out to locally files - not ideal
Use PADLs nss_Idap and pam_Idap tools

|
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System Authentication Migration

u

sed PADLs MigrationTools

Script Migrates
migrate_fstab.pl [etc/fstab
migrate_group.pl /etc/group
migrate hosts.pl /etc/hosts
migrate networks.pl | /etc/networks
migrate _passwd.pl | /etc/passwd
migrate protocols.pl | /etc/protocols
migrate_rpc.pl [etc/rpc
migrate_services.pl | /etc/services

-

|
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System Authentication Migration cont

-

These scripts are called on the appropriate file in /etc in the T
following manner:

# ./mgrate passwd. pl /etc/passwd
./ passwd. | di f

The migration tools also provide scripts to automatically
migrate all configuration to LDAP, using

migrate_all online,offline.sh. See the README distributed
with the package for more detaills.

o |
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System Auth - Usage

-

# |dappasswd

-

| dappasswd -W -D ’ ui d=bmar shal , ou=Peopl e,
dc=exampl e, dc=com ' ui d=bmar shal’

# |dapsearch

dapsearc
dapsearc
dapsearc
dapsearc

N
1
1

N

ui d=+’

obj ect cl ass=posi xG oup’
obj ect cl ass=posi xAccount’
ul d=bmar shal , ou=Peopl e,

dc=exanpl e, dc=com -W-L
'ul d=bnmar shal’

o |dapmodify (where bmarshal.ldif is Idapsearch -L
'uid=bmarshal’)

L__ | dapnodify -W-r -D "cn=Manager, .

c=exanpl e, dc=com’ < brmarshal .| dif
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Example user LDIF

F__dn: ui d=brmar shal , ou=Peopl e,
dc=exanmpl e, dc=com

ui d: bmar shal

cn: Brad Marshall

obj ect cl ass: account

obj ect cl ass: posi xAccount

obj ectcl ass: top

| ogi nshell: /Dbin/bash

ui dnunber: 500

gl dnunber: 120

honedi rectory: /mmt/ hone/ bmar shal
gecos: Brad Marshall,,,,

user password: {crypt}aknbKIfeaxs

o |
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Example group LDIF

V_An: cn=sysadm n, ou=G oup, __1
dc=exanpl e, dc=com

obj ectcl ass: posi xG oup

obj ectcl ass: top

cn: sysadm n

gl dnunber: 160

menber ui d: bnar shal

menberui d: dwood

menber ui d: | parker

o |
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Server Configuration

. N

etc/openldap/slapd.conf

| ncl ude [ et c/ openl dap/ sl apd. at. conf
| ncl ude / et c/ openl dap/ sl apd. oc. conf
schemacheck of f

pidfile [ var/run/ sl apd. pi d
argsfile [ var/run/ sl apd. ar gs

def aul t access read

o |
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Server Configuration cont

-

access to attr=userpassword
by self wite
by * read

-

access to x
by self wite
by dn=".+" read
by * read

o |
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Server Configuration cont

F_############################ __T
# | dbm dat abase definitions
HEHHHH B HHBH AR HH B HH B H B AR HHEH

dat abase | dbm

suffix "dc=exanpl e, dc=cont

root dn "cn=Manager, dc=exanple, dc=conf
r oot pw {crypt}l An4J@XnmN\p9

replica host=replica. exanpl e. com 389
bi nddn="cn=Manager, dc=exanpl e, dc=cont’
bi ndnet hod=si npl e credenti al s=secr et
replogfile /var/lib/openldap/replication.|og
# cl eartext passwords, especially for the
# rootdn, should be avoid. See sl apd.conf(5)
t_ﬁ for details. __J
directory [var/ |1 Db/ openl dap/
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PAM Configuration
-

ietc/pam_ldap.conf - See actual file for more details

# Your LDAP server.

# Must be resol vabl e wt hout using LDAP.
host 127.0.0.1

# The di stingui shed nane of the search base.
base dc=exanmpl e, dc=com

# The LDAP version to use (defaults to 3

# 1 f supported by client library)
| dap_version 3

# The port.
# Optional: default 1s 389.

L_#port 389 __J
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PAM Configuration cont
-

Hash password locally; required for
Uni versity of M chigan LDAP server,
and works wth Netscape Directory
Server if you're using the UN X-Crypt
hash nechani sm and not using the NT
Synchroni zation service. This Is the
defaul t.

pam password crypt

H O HHHHHE

# Use nds for Novell Directory

# Use ad for Active Directory

# Use exop for Openl dap password
# change extended operations

o |
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Allow Group of Users Access To Host

- N

To allow a group of users access to a host:
# Create an entry for the host as follows:

dn: cn=host nane, ou=host s, dc=exanpl e, dc=com
obj ect Cl ass: 1 pHost

ob| ect Cl ass: devi ce

obj ect C ass: extensi bl e(oj ect

| pHost Nunber: 192.168. 1.2

cn: host name. exanpl e. com

cn: host nane

nmenber: uid=fflinstone, ou=Peopl e, dc=exanpl e, dc=c

menber: ui d=brubbl e, ou=Peopl e, dc=exanpl e, dc=com

o |
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Allow Group of Users Access To Host cont

- N

# Add the following to the config:

# Define the DN for the host
pam gr oupdn cn=host nane, ou=host s, dc=exanpl e, dc=c
# Define the attribute type
pam nmenber attri bute nenber

o |
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One User, Access to Multiple Hosts

- N

# Add a host attribute for each host you want to access to
the user

host: bedrock. exanpl e.com
host: springfield. exanple.com

# Enable host check attribute in the config

# Enabl e host attri bute | ookups
pam check host attr yes

® If there are no host attributes on a user, access IS
denied

o |
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N

aut
aut
aut
aut

account
account

N

N
N
N

pam.d configuration

etc/pam.d/ssh
#UPAM 1. 0

required
sufficient
required
required

suffi ci ent
required

pam nol ogi n. so
pam | dap. so

-

pam uni x.so try first pass

pam env.so # [ 1]

pam | dap. so
pam uni X. SO

|
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pam.d configuration cont

-

session sufficient pam.l dap. so
session required pam uni X. so

-

session optiona pam | astl og.so # [ 1]
session optiona pam not d. so # [ 1]
session optiona pam nmai | . so standard noenv # [

sessi on required pamlimts. so

password sufficient pam.| dap. so
password required pamuni x.so try first _pass

o |
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NSS configuration

-

ietc/libnss_ldap.conf - see local file for more details

# Your LDAP server.
# Must be resol vabl e wt hout using LDAP.
host 127.0.0.1

# The di stingui shed nane of the search base.
base dc=exanmpl e, dc=com

# The LDAP version to use (defaults to 2)
| dap_version 3

# The port.

# Optional: default i1s 389.
#port 389

. |
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NSS configuration - nsswitch.conf

ietc/nsswitch.conf T
passwd: conpat | dap
gr oup: conpat | dap
shadow. conpat | dap

Note that the order of the nss sources will modify which
source Is canonical. That is, if you list Idap first, it will be
checked first.

o |
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Fedora Core 5 Install Config

Welcome E

P o System User

Firewall

; It is recommended that you create a system 'usemame’ for regular (non-

SELinux - : . . :
administrative) use of your system. To create a system 'username,’ please provide

Date and Time the information requested below.

Display

* System User Usemame: “ l

Full Name: [ l
Password: [ l

Confirn Password: [

If you need to use network authentication, such as Kerberos or NIS, please click the
Use Network Login button.

Use Network Login...

& Back || Finish
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Fedora Core 5 User Config

Welcome

License Agreement

Firewall
SELinux

Date and Time
Display

* System User

Authentication Configuration

User Information | Authentication
It is recomr
administrati NIS de
the informa . :
[]Enable NIS Support:
Username:
LDAP
Full Name: !
- Enable LDAP Support Configure LDAP...
Password:
Hesiod
o [] Enable Hesiod Support
Winbind
If you need [] Enable Winbind Support L the
Use MNetwo
Opti
pHans letwork Login...
[] Cache User Information
l ¥ Cancel l l &J oK l

| & Back || Finish
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Fedora Core 5 Authentication Config

Welcome

License Agreement

Firewall
SELinux

Date and Time
Display

* System User

Authentication Configuration

User Information | Authentication

It is recomn
administrati
the informat

Username:
Full Name:
Password:

Confirn Pa

If you need
Use Metwo

Kerberos

[] Enable Kerberos Support

LDAP

[Enable LDAP Support:

SME

(] Enable SMB Support
Winbind

(] Enable Winbind Support

Options
Use Shadow Passwords

Configure LDAP...

Use MD5 Passwords

[] Local authorization is sufficient for local users

[[] Authenticate system acc

ounts by network services

l xgancell l &J oK

de

¢ the

letwork Login...

| & Back || Finish
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Fedora Core 5 LDAP Config

ALz d 1 Authentication Configuration El\zr
|

License Agreement

Firewall ‘
. It is recomn
SELinux administrati =
Date and Time the informa
Display
» System User Username: C LDAP Settings x
Full Name: [] Use TLS to encrypt connections
Password: LDAP Search Base DN [dc:example.dc=c0m l
Confirm P
onfim Fa LDAP Server [12?.[].0.1 l
l ¥ Cancel l l &J oK l
If you need f the
Use Netwo
letwork Login...

& Back || Finish

SAGE-AU Conf 2006 — p. 96



Windows LDAP Auth - pGina
-

Replacement for domain auth in Windows

GINA (Graphical Identification and Authentication)
module

Inserts itself between Winlogon and MS’s GINA module

Handles certain operations, passes rest on
transparently

Winlogon loads pGina which then loads plugin

If plugin allows user to login, will

» Create account for user

» Add to specified groups

s Map drives

s Other config options J
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-

# Download and install pGina from http://pgina.sf.net/

pGina Config
-

# |Install Idapauth.dll into c:

pgina
plugins

# Run regedit and create a new key called Idapauth in
HKey Local Machine
Software
pGina

>

>
X
>

C

C
C
C

apServer ldap.example.com

apPrepend uid=

apMethod O

apContextO ou=People,dc=example,dc=com

|
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pGina Registry Entries

Key Value
ldapMethod 1 = Multimap, 2 = search, 3 = map
useSSL Use SSL
ldapPrePend For map and multimap

what it puts before the username
dapAppend For map, what goes after the username
dapContext0-255 For multimap, different contexts to try

dapAdminUsername | User to bind as
dapAdminPassword | Password for IdapAdminUsername

userOKO0-255 LDAP Group(s) user must be in
adminOKO0-255 LDAP Group(s) user must be a
member to be in Admin group
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pGina Config

File Power Seftings Devices  View Help

Poser I:Iff| Feset | Full Screen| 5u3pend| Girak | Help |

-

pGina Configuration

Parameters

Flugin Path: I\ pGinghpluginsyldapauth.di
Ex c:hpainahplugingsdurimyplugin. di

http://pgina.cz.plu.edu

Drive Maps:
| . Configuration Optiong
Ew whzervername'directont X usernanme

Gina Chain: |msgina.d|| [T Ewcesszive Output [ Map Adming

Ex: mzgina.dll v EKeep Profiles [~ Pazsthru

Lstam Loge | v Force Login [v Allow Locking

Ex c:hpainahmylogo brmp
[~ Hide FluginInfa [ Hide MOTD

Login Title: |pl3ina Login
[~ Always Dizplay Flugin Errors
E: Example Compary Mame

. — - - What action and caption should the third button or
MOTL: |Th|s iz the banner meszage. ou can put security warnin login have?

Ex: ‘whelcome! Y'ou may now login. ’m S hutdown

Ex ShourDomainServer

Domain: |

Groups: | Veily Plugin | [8ave | Esit

Ew Debugger Userg Uzers

plGina Werzion 1.6.7 - Hathan v'ocom, Michael wnght

igfjstart || | 1) & £3 || % pGina Configuration UGIE. .. ||pGina Configuration Bl amzem

===
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Gina ldapauth Regedit

File Power Seftings Devices  View Help

Poser I:Iff| Feset | Full Screen| 5u3pend| Girak | Help

&' Registry Editor

Registry Edit  Yiew Favorites Help

B HKEY_CLASSES ROOT = [ Mame | Type | Data
D HKEY_CURREMT_LUISER. (DeFauIt} REG_SZ (walue nok set)
-0 HKEY_LOCAL_MACHINE IdapContextD REG_SZ ou=People,dc=pisoftware, dc=com
- HARDWARE [3B)idapMethod REG_ 57 1
Dg g:?umw IdapPrePend REG_SZ Lid=
IdapServer REG_SZ muon

=L SOFTWARE

F-] Classes

D Clients

- INTEL

I:l Microsoft

-1 oDBC

E||:| jleligE]

*a |dapauth

&0 Policies

I:l Program Groups
D Secure

I:l WMware, Inc,

I:l Woice

{7 Windows 3.1 Migratic
-] SYSTEM

=-[_7] HKEY_USERS

-1 HKEY_CURRENT_CONFIG

4| | _’l_ﬂ | -]

My CompukeriHKEY Lo AL MACHIMEVSOFTW ARE, pGinaildapauth

§ﬂ5tart|“ o) & 3 “I@’Registry Editor _
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pGina Login

File Power Seftings Devices  View Help

Poser I:Iff| Feset | Full Screen| 5u3pend| Girak | Help

pGina Login

Thiz iz the banner meszsage. v'ou can put secunby ;I
warningsz, legal notifications, instructions etc here,
=l

Usemame; I

Faszzward: I

Login I Cancel Bestart |

|LD.¢‘-.F' auth plugin in mubimap mode ﬂ|

plina Yersion 1.6.1 - Mathan “rocom, Michael ‘wright
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Sendmalil and LDAP
-

Sendmail traditionally uses flat files stored on the server

Reduces need to manually sync data across multiple
servers

Allows cross-platform, standardised, centralised
repository of user data

Can use data in multiple applications - internal emaill
directory etc

|
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Sendmail and LDAP compiling

- N

0 check that sendmail has LDAP support, run:
sendmai | -d0.1 -bv root

The output should contain:

Conpi |l ed with: LDAPNVAP

To compile sendmail with LDAP support:

APPENDDEF( * conf MAPDEF' , ‘- DLDAPNAP’ )
APPENDDEF( ‘ conf | NCDI RS’
‘-1 /path/to/openl dap-1. 2. 11/1 ncl ude’)
APPENDDEF( ‘ conf LI BSDI RS’
‘-L/path/to/openldap-1.2.11/|ibraries’)
APPENDDEF(‘ confLIBS , ‘-lldap -11Dber’)

Now you can rebuild as normal.

o |
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Sendmail and LDAP config
-

The base config that you need to add to sendmail.mc is:

LDAPROUTE_DOVAI N(’ exanpl e. coni ) dnl
defi ne( conf LDAP_DEFAULT SPEC,

-h | dap. exanpl e. com

-b dc=exanpl e. com

To define a group of hosts, use:

defi ne(‘ conf LDAP_CLUSTER , *‘ Servers’)
To enable LDAP aliases:

define(' ALIAS FILE , ‘ldap:’)

To enable other lookups, use:

FEATURE(‘ access_db’, ‘ LDAP)
FEATURE(‘ virtusertable’, ‘LDAP)

To enable classes:
LRELAY_DC]\/AI N FI LE(* QLDAP ) J
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Sendmail LDAP Map Values

FEATURE()

sendmailMTAMapName

access _db
authinfo
bitdomain
domaintable
genericstable
mailertable
uucpdomain
virtusertable

access
authinfo
bitdomain
domain
generics
mailer
uucpdomain
virtuser

o

-

|
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Sendmail Alias LDIF example

F__dn: sendmal | MTAKey=post nast er,
dc=exanmpl e, dc=com
obj ect O ass: sendmai | MTA

obj ect C ass: sendnai | MTAAI | as

obj ect C ass: sendmai | MTAAl | as(bj ect
sendnmai | MTAAl | asG oupi ng: al i ases
sendmai | MTACl uster: Servers

sendnmai | MTAKey: post naster

sendnal | MTAAl | asVal ue: bnmar shal

o |
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Sendmalil Mallertable LDIF example

L N

Group LDIF:

dn: sendnai | MTAMapName=nai | er,
dc=exanpl e, dc=com

obj ect C ass: sendmai | MTA

obj ect O ass: sendmai | MTAMAp

sendmai | MTACl uster: Servers

sendmai | MTAMapNanme: nmai |l er

o |
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Sendmail Mailertable LDIF example cont

B

fEntry LDIF:

dn: sendnmai | MTAKey=exanpl e. com
sendnmal | MTAMapNanme=mai | er,
dc=exanpl e, dc=com

obj ect d ass: sendmai | MTA

obj ect C ass: sendnai | MTAMAp

obj ect O ass: sendmai | MTAMapQObj ect
sendmai | MTAMapNanme: nmail er
sendnmai | MTACl uster: Servers
sendmai | MTAKey: exanpl e.com
sendmai | MTAMapVal ue: \

rel ay: [ snt p. exanpl e. coni

o |
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Sendmail LDAP Classes Values

-

Command

sendmaillMTAClIassName

CANONIFY _DOMAIN_FILE()
EXPOSED USER_FILE()
GENERICS DOMAIN_FILE()
LDAPROUTE_DOMAIN_FILE()
LDAPROUTE_EQUIVALENT FILE()
LOCAL_USER_FILE()
MASQUERADE_DOMAIN_FILE()
MASQUERADE_EXCEPTION_FILE()
RELAY DOMAIN_FILE()

VIRTUSER DOMAIN_FILE()

Canonify

E

G

LDAPRoute
LDAPRouteEquiv
L

M

N

R

VirtHost

o

|
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Sendmall Classes LDIF example

fdn: sendnail | MTACI assNane=R, T

dc=exanpl e, dc=com

obj ect Cl ass: sendnmai | MTA

obj ect C ass: sendmai | MTAC ass

sendnmai | MTACl uster: Servers

sendmai | MTACl assNane: R

sendmai | MTACl assVal ue: exanpl e.com

sendmai | MTACI assVal ue: foobar.com

sendmail | MTACI assVal ue: 10. 56. 23

o |
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Exim

-

system al | ases:
driver = aliasfile
search type = | dap
hi de query =\

user = "cn=adm n, dc=exanpl e, dc=cont \
pass = nypasswd \
| dap:/// \

cn=%${quot e | dap: $l ocal part}, dc=exanpl e, \
dc=confnmai | box?base?
Use Idapm for search_type to return multiple entries

o |
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9
9
9o
9o

9

Bind and LDAP
-

Uses a sdb |dap backend
Available from http://www.venaas.no/ldap/bind-sdb/
Uses schema called dNSZone

Build bind9 with the sdb backend, see the instructions
Included

Add the following to named.conf:

zone "exampl e.cont’ {

'

o

t ype master;
dat abase "l dap | dap://| dap. exanpl e.com \
dc=exanpl e, dc=com 0=DNS, dc=exanpl e, dc=com 17

|

SAGE-AU Conf 2006 — p. 113



Bind and LDAP LDIF
o

fdn: rel ati veDomal nNane=@ dc=exanple, dc=com
0=DNS, dc=exanple, dc=com

obj ect Cl ass: dNSZone

rel at1 veDonal nNane: @

zoneNane: exanple.com

dNSTTL: 3600

dNSCl ass: | N

sQARecord: ns. exanple.com hostnmaster. exanpl e.com
2002052201 3600 1800 604800 86400

nSRecord:. ns. exanpl e.com

nSRecord: ns. ot her-donai n.com

mMXRecord: 10 nail . exanpl e.com

mMXRecord: 20 nuil. ot her-donai n.com

o |
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Bind and LDAP LDIF cont
quuivalent to: T

@ 3600 IN SOA ns.exanple.com hostnaster.exam
2002052201 3600 1800 604800 86400 ]

NS ns. exanpl e. com

NS ns. ot her-donai n. com

VX 10 mai | . exanpl e. com

MX 20 mai | . ot her-donmai n. com

o |
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Bind and LDAP LDIF cont
-

F__dn: rel ati veDomal nNane=ny- host a, dc=exanpl e,
dc=com o0=DNS, dc=exanple, dc=com

obj ect Cl ass: dNSZone

rel ati veDomai nNane: ny-host a

zoneNane: exanple.com

dNSTTL: 86400

dNSCl ass: | N

aRecord: 10.10.10.10

mMXRecord: 10 nail . exanpl e.com

mMXRecord: 20 nuail .ot her-donmal n.com

o |
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Bind and LDAP LDIF
-

quuivalent to:

nmy- host a A 10.10. 10.10
MX 10 nail . exanpl e.com
MX 20 nail . other-domain.com
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Apache and LDAP
- -

# Allows you to restrict access to a webpage with data
from LDAP

# Download mod_auth_Idap.tar.gz from
http://www.muquit.com/muquit/
software/mod_auth_Idap/mod_auth_|dap.html

# Install either as a DSO or by compiling in - see
webpage for more details

o |
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Apache and LDAP cont
- -

# Add the following to httpd.conf:

<Directory "/var/ww foo">
Opt 1 ons | ndexes Fol | owSynLi nks
Al | owOverri de None

order all ow, deny

allow from al l

Aut hNane "RCS Staff only"

Aut hType Basic

o |
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Apache and LDAP cont

(_LDAP_Server | dap. server.com
LDAP Port 389
Base DN "dc=server, dc=cont
UDAttr uid
#require valid-user
requi re user foo bar doe
#require roomunber "Cl119 Center Buil di ng"
#require group
# cn=sysadm n, ou=G oup, dc=server, dc=com
</Drectory>

o |
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Squid and LDAP
-

Allows you to restrict access to Squid via ldap

Add the following to the configure line:
—enable-auth-modules=LDAP

See documentation at http://orca.cisti.nrc.ca/ gnewton/
opensource/squid_Idap auth/

Add the following to squid.conf:

aut henticate program/path/to/ldap auth \

-b dc=yourdonmai n, dc=com | dap. domai n. com
acl | dapauth proxy auth REQUI RED
#acl | dapauth proxy auth bmarshal pag

Restart squid

|
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Samba and winbind

# |Install winbind from Samba
# Add the following to /etc/samba/smb.conf

security = donmain

wor kgroup = DOVAI N

W nbi nd separator = +

w nbi nd cache tine = 10
tenplate shell = /bin/bash
templ ate honedir = /hone/ %/ %J
Wi nbi nd uid = 10000- 20000

w nbi nd gid = 10000- 20000
password server = | p.ad.dr.es
W ns server = ip.ad.dr.es

|
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-

passwd:

gr oup:
shadow:

Samba and winbind cont

# /etc/nsswitch.conf (under debian)

conpat W nbi nd
conmpat wW nbi nd
conpat wW nbi nd

# Addition to /etc/pam.d/login

aut h
account
Sessl on

o

sufficient pamwn
sufficient pamwn
sufficient pamwn

bl nd. so
bl nd. so

Dl nd. SO

|
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Samba and winbind cont

- N

® Create a machine account for the workstation in Active

Directory in Programs | Administrative Tools | Active
Directory Users and Computers

# Join the domain by the following

$ sudo snbpasswd -j <donmai nnane> \
-r <domai nservernanme> -U Adm ni strat or

® Restart samba and winbind
# Login as DOMAIN+username

o |
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Samba and LDAP

# Install OpenLDAP 2.0.x
Compile samba 2.2.3 or later with —with-ldapsam

°

°

Download and install smbldap-tools from
www.idealx.org

Copy samba.schema into OpenLDAP schema dir
Configure slapd.conf as below

Import base.ldif

Configure smb.conf as below

© o o o 0

AS root, run:

# snmbpasswd -w secret
# snbl dap-useradd. pl -a -m\
L -g 200 adm ni strator
\item Get the [ ocal system authing_off LDAP
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o

Schema and obj ect ass definitions

nc
nc
nc
nc
nc
nc

Samba and LDAP - slapd.conf

uc
uc
uc
uc
uc

uc

@ ® ® d D D

[ etc/
[ etc/
[ etc/
[ etc/
[ etcl
[ etcl

dap/ sc
dap/ sc
dap/ sc
dap/ sc
dap/ sc
dap/ sc

__W
henma/ cor e. schena

henma/ coSi ne. schena
hema/ ni s. schema

nena/ | net or gper son. sche
nema/ M sc. schem

nena/ sanba. schenmn

|
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Samba and LDAP - slapd.conf cont
F__database | dom __T

# The base of your directory

suffix "dc=gunby"
# Where the database file are physically stored
directory "fvar/li b/l dap"

# Root user

rootdn "cn=Manager, dc=gunby"
root pw secret

# | ndexi ng options

| ndex objectd ass,rid,uid, \

ui dNunber , gi dNunber , menber Ul D eq
| ndex cn, mai |, surnane, \

gl vennanme eq, subiniti al

o |
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Samba and LDAP - smb.conf
r__[global] __T

wor kgroup = GROUP

security = user

W NS support = yes

os level = 80

domai n nast er true

domai n | ogons yes

| ocal nmaster = yes

preferred master = true

passwd program = /usr/ | ocal/sbin/ \
snbl dap- passwd. pl -0 %

o |
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-

Samba and LDAP - smb.conf cont

ol ol ol olNo®)

ag

a
a
a
a
a
d

O O O O O

-

suffi x = dc=gunby
adm n dn = cn=Manager, dc=gunby

port = 389
server = 127.0.0.1
ssl = No

user script = /usr/local/sbin/ \

snbl dap- user add. pl -w %

domain adm n group = @ Donai n Adm ns"

ogon path = \\%\\ profil es\%
ogon drive = H

ogon hone = \\honesrv\ %
ogon script = | ogon. cnd

|
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Samba and LDAP - smb.conf cont
r_inetlogon] __T

comment = Network Logon Service
path = /data/ sanba/ netl ogon
guest ok = yes

witable = no

share nodes = no

, Share for storing user profiles
[ profil es]
path = /data/sanbal/profiles
read only = no
create mask = 0600
directory mask = 0700

o |
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Samba and LDAP - Example |dif
-

fdn: ui d=adm ni strat or, ou=User s, dc=gunby
cn: adm ni strator
sn: adm ni strator
ui d: adm ni strator
gi dNunber: 200
honmeDi rectory: /hone/adm ni strator
| ogi nShel |l : /Dbin/bash
gecos: System User
description: System User
obj ect O ass: 1 net OrgPerson

obj ect C ass: posi xXAccount

obj ect C ass: sanbaAccount
pwdLast Set: O
| ogonTine: O

 logof f Time: 2147483647 -
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Samba and LDAP - Example I|dif cont

fki ckof f Time: 2147483647 T
pwdCanChange: O
pwdMust Change: 2147483647
di spl ayNane: System User
acct Fl ags: [ UX]
primaryG oupl D 1401
homeDri ve: H:
snmbHone: \\ nuon\ hones
profilePath: \\muon\profiles\adm nistrator
scriptPath: adm nistrator.cnd
| nPasswor d: 81CBCEASA9AF93BBAAD3B435B51404EE
nt Passwor d: 561CBDAE13EDS5ABD30AA94DDEB3CF52D
ui dNunber: O
rid: 1000

o |
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Samba and LDAP - Joining Domains

-

>

K

® WINNT T

Go to Control Panel | Network | Identification

Click on Change, then choose Member Of Domain,
and enter the domain

Click on Create Computer Account in the Domain,
then enter a domain admin username and password

Reboot

|
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Samba and LDAP - Joining Domains cont

f.o Win2k T

s Right click on My Computers | Properties
s Go to Network Identification | Properties

s Click on Member Of Domain, and input the domain
you want to join

s Enter a username / password combination for a
domain administrator

s Reboot

o |
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Samba and LDAP - Joining Domains cont

- N

® WIin95
s Go to Control Panel | Network | Configuration
s Click on Client for Microsoft Network | Properties

s In the General tab, tick the box in Logon Validation
for Logon to Windows NT Domain and put the
domain in the Windows NT Domain textbox

s Go to Control Panel | Passwords | User Profiles

s Select the setting that says users can customize
their own profiles

s Reboot

o |
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Netscape Addressbook and LDAP
=

Go to:

# Edit| Mail & Newsgroup Account Setup | Addressing
# Click on Edit Directories | Add

# Fill out hostname, base DN etc

-

Now when you compose a message, it will search your ldap
server.

o |
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Netscape Addressbook Adding
- _

= brad@ humbug.org.au Addressing
~senver settings
~Copies & Folders When loocking Up addresses:
~Addressing O Use my global LDAF server preferences for this account
~Offline & Disk Space . ___ .
_Refurn Recsipts @ Use a different LDAF server: | Local v| | Edit Directories. .
e CUrty

Local Folders
Cutgoing server [SMTF)

[ Add Account,., |

[ Set as Default |

[ Remove Account |

o |
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Netscape Addressbook Editing
- -

=elect an LODAF Directory Server:
Local | Add |

Ok | Cancel |




Netscape Addressbook Editing cont
- -

General | Offline | Advanced

Hame: Local

Hostname: localhost

Base DN de=pisoftware, dc=Com
Fort number,  |3389

Bind O

[ Use secure connection (=51

| oK || Cancel || Help

o |
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-

Netscape Addressbook Editing cont

Con't return more than

Soope:
=earch filter:

General | Offline | Advanced |

-

100

results

O Cne Level

® Subtree

[objectclass=")

| ok || Cancel ||

Help

|
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°

°

Outlook Express Addressbook
Go to Tools | Accounts T
Click on Add | Directory Service

Enter the hostname in the Internet Directory Server
field, click on Next

Click yes to using the directory to check addresses,
then Next, then Finish

Select the Account you just created, click on Properties
Click on Advanced, then enter the search base

|
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Outlook Express Directory

-

Internet Accounts 7 |

Al |Mail I MNews I Directory Servicel

Account | Tupe | Connechion | Bemove
ﬁ Bigfoot Intermet D...  directony service Local Area Metwork, _
% eta mail [default) Ay Aevailable Properties
% InfoSpace Busin... -:I!rec:tn:ur_l.J sew!n:e Local Area Metwark, e
% InfoSpace Intern...  directony service Local Area Metwork,

% Switchboard Inter...  directomny service Local Area Metwark, |mpaort...
%"Jeriﬁign Internet ... directon service Local Area Metwork,
%Whu"ﬁ-"here Inter...  directony service Local Area Metwark, Expart...
%"r’ahun! Fecple 5...  directorny service Local Area Metwork,
Set Order...
Claze

|
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Outlook Express Directory

Internet Connection Wizard

Internet Directory Server Hame

]|

Type the name af the [nternet directomy (LOAP] zerver vaur Intermet zervice provider or

gpztem admirmztrator haz given o,

Internet directary [LOAF] zerver: |

If wour Internet service provider ar system adminiztrator has informed pow that they

require you ta log an ta your LDAP zerver and haz provided wou with an LOAP account

name and password, zelect the check box below.

[T My LDAP server requires me ta log on

< Back [ilEwt s

Cancel

I
o

-

|
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Outlook Express Directory

Internet Connection Wizard

Check E-mail Addresses

'our e-mail pragram checks the e-mail addreszes of your meszage recipientz Lzing ohe
ar more directony service address lists.

Ilzing a directony service to check the e-mail addreszes of vour meszage recipients may
glow down the performance of your e-mail progran.

Do pou want to check addresses uzing this directon service?

< Back et » Cancel
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Outlook Express Directory

E =
= muon Properties

General I Advanced

Directory Service Account

Type the name by which pou would like ba refer to this
| server For example, ""work Directorn' or "Microsaoft
o

Directomn Server'”,
Server |nfarmation

Serer name:; ||'I'I'J'I'f'l

[T This server requires me ta log on

BEcount manme: |

Eazstard) I

™ | Lo crusing Secure Easswond Suthenteation

V¥ Check names against this server when sending mai
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Outlook Express Directory

E =
= muon Properties

Gereral Advanced

Server Port Mumber

Directory zervice [LOGP];

[z [Wefant |

[~ Thiz server requires a secure connection [S5L]

Search

Search fimeout;

Shott —F—— Laong 1 mirte
Masimurn number of matches ta return; 100 =
Search base; I
[T Use simple seanch filker
k. Cancel | 1]

I
o

-

|
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Outlook Express Addressbook - Composing
f.o Click on New Maill, then click on To | Find T
# Pull down the Look in menu and select your directory

# Type in what who you're looking for in the Name field,
then hit Find Now

o |
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Outlook Express Addressbook - Composing
J— -

J File Edit “iew Insert Fomat  Tool:  Message Help

| =5 #oo ‘ g 7
Send i Copy Fazte Undo Check  Spelling
G T ||

[GEl Ce: I

Subject: |

(TR

Attach  Prioriby

= NE

Sign

s B

|
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Outlook Express Addressbook - Composing

-

Select Recipients 7 |
Type name or select from hist:
Find... |
b ain [dentity's Contacts j e
Name [ EMaila | Tooo

< | i
Mew Contact | Fropertiez | 1 | | ﬂ

k. | Cancel |

|
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Outlook Express Addressbook - Composing

Ed Find People - [1 entries found]

Loak in: Imuu:un j e StE.
Feople |.-'-‘u:|vann:ed|
Firnd Mo
Hame: brad
=) (e
E-mail:
Clear All
el
Ex
Cloze
Mame - | E-tall Address | E Froperties
:Brad b arshall brad marshall@member. za... |
Elete
&dd to Addrezz Book,
Tar -»
Co: -»
1] | ﬂ Beo: -»

|
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obj
cn:

Address Book LDIF

cn=Brad Marshal |, ou=addressbook, dc=gunby

ectd ass: top
ect Cl ass: person
ect Cl ass: organi zati onal Person
ect C ass: 1 net O gPerson
Brad Marshal |

gl venNane: Brad

sn:
nali

Var shal |

—

| : brad. marshal | @menber. sage-au. org. au

|
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Address Book LDIF cont
T__ __TUni

physi cal Del i veryOh fi ceNanme: Central Queens| and
post al Address: Bruce H ghway

| : Rockhanpt on

ou: addressbook

st: Qd

post al Code: 4701

t el ephoneNunber: 123456789

facsi m | eTel ephoneNunber: 234567890
pager: 1800- PAGER

nobi | e: 1800- MOBI LE

honePhone: 1800- HOVE

o |
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-

9

9
9o
9o

e

There are many LDAP administration GUIs, such as:

LDAP GUIs
-

directory administrator: Manages users and groups
gq: Browse and search LDAP schemas and data
|dapexplorer: PHP based administration tools

vlad: LDAP visualisation tools (browse and edit
attributes)

eudc: Emacs Unified Directory Client - common
Interface to LDAP, bbdb etc

|
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LDAP GUIs - GQ View People

File Filters Help
Search E‘:rowse|8chema‘
&t localhost =
B DC=PISOFTWARE,DC=COM
- cn=Manager dn bu=People,dc=pisoftware,de=corr
% oU=Grolp objectClass top
- cn=FReplicator organizationallnit i
B ou=Machines modifytimestamp |200108130448387 i
EREl=0Ihyare modifiersname  pu=Feople,dc=pisoftware,de=com A
oL People [+
‘ Apply Fefresh \
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LDAP GUIs - GQ View User

File Filters

Help

Search Browse ‘ Schema‘

Uid=0perator
¢ Lid=games

¢ Lid=gopher
i+ Llick= o

F Lid='wwiw _Lser
o Llick=5qLid

7 Uid=nobody
4 Uid=kbhyland
% |icl= chw oo d
-Uid=bmarshal
¢ Lid=backup

% id=order

¢ Licd=wallppp
4 Lid=Cryan

% Lid=dee

¢ Lid=javadoc
¢ Lid=pppuser
i+ Lid=helpdesk
¢ Lid=jparker
 |ic=shill

i Lid=postgres
% cn=test
 cn=gdm
 Ch=pag

4 chi=ben

i Ch=archive

1 cri=amanda
% Chi=nocol

& cn=netsaint
4 ch=david

E
&
&
E
&
[E
&
&

T oy I I e N g B eI pre o B e B e N pr BN o B o I pre N o B ey e N e B B o

=l g

dn
objectClass

httppassword
uid
cn
loginshell
vidnumber
gidnumber
homedirectory
gecos
mail
Lserpassword

modifiersname

‘pidzbmarshalpu= Feople,de=pisoftware, dc=com

|aooount

|posi>{Account

|top

[{cryptiso Y KT FALLVIXG

|bmarsha|

|Bradley harshall

|/bindbash

500

[120

[/mnthome/bmarshal

|Bradley Marshall,,,

|bmarsha|@ pisoftware.com

|[crypt}SareWpRHfqp72

|Clear J

modifytimestamp |20020225010?07‘Z

|uid=bmarshaLou= Feople,de=pisoftware, dc=com

shadowlastchange |1 1743

Apply

Refresh

S S S S S S S S S S SN SN S
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LDAP GUIs - GQ Search

File Filters

Help ‘

Search | Browse | Schema ‘

filter | [objectclass=posixAccount | [locathost /PFTWARE DC= COMJ Find
G ‘objeotClass ‘modﬁynmestamp modifiersname ‘UId |cn |Iog|nshell
UIU—UM'LAIUJ =T 'JI =T '»JI\J TL =1 =l TT 1 T 'J =2 T T A= TTTANIT T, =3 -\Ju|u|u \.1\.1u|u L= TTTTLATT
Lid=nobody,ou=People,de=pisoftware, de=0 account posixAc 2001081304484 vid=bmarshal,ow nobody MNobody

uid=bhyland,ou=Feople,dc=pisoftware de=c
Uid=dwood,ou=People,dc=pisoftware de=cc
uid=bmarshal,ou=Feople,dc=pisoftware,dc=
uid=backup,ou=Feople,dc=pisoftware,de=c
uid=order,ou=Feople,dc=pisoftware,dc=con
uid=wallppp.ou=Feople de=pisoftware,de=c
Uid=cryan,ou=FPeople,dc=pisoftyare, de=cor
Lid=dee,ou=Feople dc=pisoftware,dc=com

Uid=javadoc,ou=Feople,dc=pisoftware, de=c
Lid=pppuser,ou=Feople,dc=pisoftware, de=c
uid=helpdesk ,ou=Feople,dc=pisoftware,dc=
vid=jparker,ou=FPecple de=pisoftware, de=cc
uid=shill,ou=Feaple,de=pisoftware,dc=com

uid=postgres,ou=Feople,dc=pisoftware,dc=
ch=test,ou=Feople,de=pizoftware,dc=com

cn=gdm,ou=Feaple, de=pisoftware,dc=com
ch=pag,ou=People,de=pisoftware,dc=com

ch=ben,ou=People,de=pisoftware,dc=com

cn=archive,ou=Feople,dc=pisoftware,dc=co
cn=amanda,ou=People,dc=pisoftware,dc=c
cn=nocol,ou= People,de=pisoftware,dc=corr
cn=netsaint,ou=Feople,de=pisoftware,dc=c
crn=david,ou=Feople, dc=pisoftware, de=cormr
ch=keith,ou=Feople,de=pisoftware,dc=com

rh—tom nli— FPamnla Ae— nicafhirars dee oo

account posigAc 2001081304484
account posixAc 2001103001300
account posixhc 2002022501070
account posikAc 2001081304484
account posixAc 2001081304484
account posikAc 2001081304485
account posixAc 2001081304485
account posixAc 200112200047 1
account posixAc 2001081304485
account posixAc 2001081304485
account posixhc 2001081304485
account posixhc 2002040505094
account posikAc 2001081304485
account posikAc 2001081304485
account posikAc 2002012407 132
account posixAc 2001110600343
account posixAc 200108130449 11
account posixAc 2002042600572
account posixAc 2001081304451
account posixhc 2001081304491;
account posixhc 2001081304491
account posikAc 2001081304491:
account posikAc 2001081304491:
account posikAc 2001092300131

Seealint ool e 0NN 2nAA01

Lid=bmarshal,ou bhyland
Lid=bmarshal,ou dwood
Lid=bmarshal,ou bmarshal
uid=bmarshal,ou backup
Lid=bmarshal,ou order
uid=bmarshal,ou wallppp
Lid=bmarshal,ou cryan
Lid=bmarshal,ou dee
vid=bmarshal,ow javadoc
vid=bmarshal,ow pppuser
uid=bmarshal, o helpdesk
vid=jparker,ou=F jparker
Lid=bmarshal, ou: shill
uid=dwood,ou=F postgres
Lid=bmarshal,ou test
Uid=jpancer,ou=F gdm
uid=bmarshal,ou pag
cn=ben,ou=FPeof ben
Lid=bmarshal,ou archive
Lid=bmarshal,ou amanda
Lid=bmarshal,ou nocol
Lid=bmarshal ou netsaint
Lid=bmarshal ou david
Uid=jparker,ou=F keith

Lid—hrrarakhal oo ten

Bernadette Hylar /hinfbash
Cravid ¥Wood /hinfbash
Bradley Marshall /binfbash
Backup User [binfbash
Froduct Ordering fbinfbash

Wall FFF letc/ppp/ppplogir
Chris Ryan /hinfbash
Dee McGrath /binfbash
Javadoo /binfbash
FPP diaup user fusrflocal/bin/ppe
Helpdesk /binfbash
Jason Farker /hinfbash
Stefanie Hill /hinfbash

FostgreSQL Ser /binfbash
Flugged In Linuws fhinffalse
Gnome Display ! /hinffalse
Faul Gearon Ibinfbash
Ben Warren /binfbash
Flugged In Linux /binfbash
FPlugged In Linux /binfbash
FPlugged In Linux /binfbash
MNetsaint User  /binfbash
David Makepeac /binfbash
Keith Ahern Ibinfbash

Trarm Adzamo Ihinfhaoh

[~

55 entries found

SAGE-AU Conf 2006 — p. 156



LDAP GUIs - Directory Admin Group
- -

Group information

Create this group in this organizational unit:

(oU=People,de=muon j

Group name: |

LML GID number; r Automatic |

secondary members of this group
User D | Common name Add L=er.

Femove Lser

< Back B Mext X Cance| ‘

o |
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LDAP GUIs - Directory Admin New User
- -

Essential information .

Ghen name;

Middle name:

Last name:

COmmon name;
ser [

Create this user in this organizational unit;
|oLU=People,de=muor j

ﬁiiﬁ ‘ H ‘i ‘i‘iii ‘ i{“::mr:el |

|
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LDAP GUIs - Directory Admin New User
- -

Access control information

Fassword, [

Confirm password, <

JAllow access to all servers
Allow access to the following servers

Senver Add.

Femove

iiii | || [ et I ¥ Canrel |

o |
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LDAP GUIs - Directory Admin New User
- -

Extended information .

Crganizational information

Office name:

Job title:
Lepartment: ity

Fhone numkber: Fax number:

Company name:

Fersonal information

Home phone number:

Cellulzr phone number:

< Back | ‘ = et & Cancel

T |
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LDAP GUIs - Directory Admin New User

B

E-malil information

Fublic e-mail address:

r Enable e-mail routing policies
E-mail policies
A Delver users e-mall to address:

A Relay user's e-mail through server:

-

|
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LDAP GUIs - Directory Admin New User

B

LINIX account information .

LI LD number: © Automatic |

Frimary group: j

Home directory:  [fhome/bmarshall

Login shell: — [fbin/zsh /|

Flease select the primary group for this
Lser (2.0, Accounting Managers).
Yol can leave the other values to their

default settings safely.

-

|
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LDAP GUIs - Directory Admin New User
- -

Password policies

Fassword change policies

Force use of current password for the first
Force password change after |30 days

days

Fassword expiration policies

Warm about password expiration ’F’_ days before it expires
Creactivate account IE_ days after password has expired
Account expiration policies

_ Expire this account on: |?Hf2i]ﬂ2 J

< Back ‘ = et ‘ M Cancel ‘

] |
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Perl and LDAP - Basic Query
T_Lse Net : : LDAP; __T

ny($l dap) = Net:: LDAP->new(’ | dap. exanpl e. comi)

or die "Can't bind to | dap: $'\n";
$l dap- >bi nd;
my($nesg) = $l dap- >sear ch(
base => "dc=exanpl e, dc=conf,

filter => ' (objectclass=x)");
$nesg- >code && di e $nmesg->error;
map { $ ->dunp } $nesg->all _entri es;
# OR
foreach $entry ($nesg->all _entries)
{ $entry->dunp; }

$I dap- >unbi nd;

o |
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Perl and LDAP - Adding
F_?$Idap->bind( __W

dn => $nanager,
password => $password,

)

$result = $l dap->add( dn => $groupdn,
attr => [ 'cn’ => 'Test User’,
'sn’ => ' User’,
'urd’ => 'test’,
]
$| dap- >unbi nd;

o |

SAGE-AU Conf 2006 — p. 165



Perl and LDAP - Deleting

F_?$Idap->bind(
dn => $nanager,
password => $password,

)

$| dap- >del et e( $groupdn );
$l dap- >unbi nd;



Perl and LDAP - Modifying
. -

$l dap- >nodi fy( $dn,
changes => |
# Add sn=User
add => [ sn => "User’ ],
# Delete all fax nunbers
delete => [ faxNunmber => []],
# Del ete phone nunber 911
delete => [ telephoneNunber =>

["911"]],
# Change emai | address
replace => [ email =>

't est @xanmpl e. coni |

]
);
L_$Idap->unbind; __J
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Perl Paged Results
T_Lse Net : : LDAP ; __T

use Net:: LDAP:: Entry;
use Net:: LDAP:: Control :: Paged;
use Net::LDAP:: Constant gw LDAP_ CONTROL PAGED );

$l dap = Net:: LDAP- >new( $server, versi on =>3)

or die "LDAP->new. $server: $I\n" ;

ny $l dapreturn = $l dap->bi nd( dn=>%bi nd_dn, passwor
1 f ( $ldapreturn->is _error ) {

die "error binding". $ldapreturn->error."\n";

}

o |
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Perl Paged Results cont

F_hy $page = Net::LDAP:: Control:: Paged->new -
size => 1000 );

ny @rgs = ( base => "$base",
scope => "subtree",
filter => " (objectcl ass=user)",
attrs => ['cn’,’ gl vennane’,
'sn’,"maill ]
cal | back => \ &cal | back,
control => [ $page ],
) ;

o |
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Perl Paged Results cont
F_hy $cooki e; __T

while(1l) {
ny $mesg = $l dap- >search( @rgs );
# Only continue on LDAP_ SUCCESS
$nesg- >code and | ast;
# Get cookie from paged control
ny($resp) = $nesg->control (
LDAP_CONTRCOL_PAGED ) or | ast;
$cooki e = $resp->cookie or |ast;
# Set cookie In paged control
$page- >cooki e( $cooki e) ;

o |
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Perl Paged Results cont

T_;f ($cooki e) {
# W had an abnornal exit
$page- >cooki e( $cooki e) ;
$page- >si ze(0) ;
$l dap- >search( @rgs );



Perl Paged Results cont

-

sub cal | back {
ny ( $nesg, S$entry) = @;
1 f ( defined($entry) ) {
my $dn = S$entry->dn;
ny @ttrs = $entry->attributes;
foreach ny $var (@ttrs) {
ny $attr = $entry->get val ue(
$var, asref =>1);
1 f ( defined($attr) ) {
foreach ny $value ( @attr ) {
print "$var: $val ue\n";

}
}
}

.



PHP and LDAP - Binding

F_gdszldap_connect($hostnanﬁ);
1 f ($ds) {
| dap_set opti on( $ds,
LDAP_OPT_PROTOCOL VERSI ON, 3)

$r =l dap_bi nd($ds, $I daprdn, $I dappass);

| dap_cl ose( $ds) ;
}



PHP and LDAP - Searching
-

F_?$sr:Idap_search($ds,"d(::exarrple,
dc=coni, "objectclass=+");
$info = | dap_get _entries($ds, $sr);
for ($i=0; $i<$info["count"]; $i++) {
echo "dn is: ". $info[Si]["dn"] ."<br>";
echo "first objectclass entry is: ".
$info[$i]["objectclass"][0] ."<br>";



PHP - Adding And Removing Attributes

fAdding values to an attribute T
$add=l dap_sear ch( $ds, "dc=exanpl e,
dc=cont', "objectclass=+");
$info = | dap_get _entries($ds, $add);
$dn = "ui d=mar shal b, ou=Peopl e, dc=exanpl e, dc=cont;
$newattr[’ cn’] = "Brad Marshal I ";

\\ Add an attri bute

| dap_nod_add( $ds, $dn, $newattr);
\\ Renpbve an attri bute

| dap_nod_del ($ds, $dn, $newattr);
See http://www.php.net/manual/en/ref.ldap.php

o |
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Questions?

Any Questions ?



References

. N

Understanding and Deploying LDAP Directory Services
Timothy A. Howes, Mark C. Smith and Gordon S. Good
Macmillan Network Architecture and Development Series

Implementing LDAP
o Mark Wilcox
Wrox Press Ltd

Perl for System Administration
#® David N. Blank-Edelman
O’'Rellly
# http://samba.idealx.org/dist/samba-ldap-howto.pdf

o |

SAGE-AU Conf 2006 — p. 177



	Contents
	LDAP Servers
	OpenLDAP
	OpenLDAP Platforms
	OpenLDAP Features
	OpenLDAP Features cont
	LDAP slapd architecture
	slapd storage backends
	slapd proxy backends
	slapd generating backends
	Overlays
	LDAP slapd architecture
	LDAP slurpd architecture
	Slurpd Replication Log File
	Slurpd Replication Log File Example
	LDAP Sync Replication
	LDAP Sync Replication cont
	LDAP Sync Replication Implementation
	Slapd.conf Example
	Slapd.conf Example cont
	Slapd.conf Example cont
	ACL for who
	ACL for what
	ACL permissions
	ACL Priority
	ACL examples
	OpenLDAP and SASL
	SASL Authentication
	Mapping Auth Id to LDAP Entries
	sasl-regex examples
	sasl-regex Recommendations
	SASL DIGEST-MD5
	DIGEST-MD5 Passwords
	Slapd and TLS
	Slapd and TLS cont
	Referral - Subordinate
	Referral - Superior
	Referral - ManageDsaIT
	OpenLDAP Schemas
	RootDSE
	Schema Discovery
	Server Monitoring
	Server Monitoring
	SunONE Directory Server
	SunONE Directory Companion Products
	SunONE Directory Server Components
	SunONE Directory Server Architecture
	SunONE Directory Server features
	SunONE Directory Server features cont
	SunONE Directory Server features cont
	SunONE Server Console
	SunONE Admin Tasks
	SunONE Admin Config
	SunONE Directory Server Tasks
	SunONE Directory Server Config
	SunONE Directory Server Directory
	SunONE Directory Server Status
	Fedora Directory Server
	Apache Directory Server
	Active Directory and LDAP
	Active Directory Application Mode
	Microsoft Services for Unix
	Security Considerations for Directory Servers
	Using LDAP in Applications
	Using Multiple Applications
	Linux Authentication
	PAM
	PAM cont
	PAM Config files
	PAM Module Types
	PAM Module Types cont
	Name Service Switch (NSS)
	Name Service Caching Daemon - NSCD
	System Authentication
	System Authentication Migration
	System Authentication Migration cont
	System Auth - Usage
	Example user LDIF
	Example group LDIF
	Server Configuration
	Server Configuration cont
	Server Configuration cont
	PAM Configuration
	PAM Configuration cont
	Allow Group of Users Access To Host
	Allow Group of Users Access To Host cont
	One User, Access to Multiple Hosts
	pam.d configuration
	pam.d configuration cont
	NSS configuration
	NSS configuration - nsswitch.conf
	Fedora Core 5 Install Config
	Fedora Core 5 User Config
	Fedora Core 5 Authentication Config
	Fedora Core 5 LDAP Config
	Windows LDAP Auth - pGina
	pGina Config
	pGina Registry Entries
	pGina Config
	pGina ldapauth Regedit
	pGina Login
	Sendmail and LDAP
	Sendmail and LDAP compiling
	Sendmail and LDAP config
	Sendmail LDAP Map Values
	Sendmail Alias LDIF example
	Sendmail Mailertable LDIF example
	Sendmail Mailertable LDIF example cont
	Sendmail LDAP Classes Values
	Sendmail Classes LDIF example
	Exim
	Bind and LDAP
	Bind and LDAP LDIF
	Bind and LDAP LDIF cont
	Bind and LDAP LDIF cont
	Bind and LDAP LDIF
	Apache and LDAP
	Apache and LDAP cont
	Apache and LDAP cont
	Squid and LDAP
	Samba and winbind
	Samba and winbind cont
	Samba and winbind cont
	Samba and LDAP
	Samba and LDAP - slapd.conf
	Samba and LDAP - slapd.conf cont
	Samba and LDAP - smb.conf
	Samba and LDAP - smb.conf cont
	Samba and LDAP - smb.conf cont
	Samba and LDAP - Example ldif
	Samba and LDAP - Example ldif cont
	Samba and LDAP - Joining Domains
	Samba and LDAP - Joining Domains cont
	Samba and LDAP - Joining Domains cont
	Netscape Addressbook and LDAP
	Netscape Addressbook Adding
	Netscape Addressbook Editing
	Netscape Addressbook Editing cont
	Netscape Addressbook Editing cont
	Outlook Express Addressbook
	Outlook Express Directory
	Outlook Express Directory
	Outlook Express Directory
	Outlook Express Directory
	Outlook Express Directory
	Outlook Express Addressbook - Composing
	Outlook Express Addressbook - Composing
	Outlook Express Addressbook - Composing
	Outlook Express Addressbook - Composing
	Address Book LDIF
	Address Book LDIF cont
	LDAP GUIs
	LDAP GUIs - GQ View People
	LDAP GUIs - GQ View User
	LDAP GUIs - GQ Search
	LDAP GUIs - Directory Admin Group
	LDAP GUIs - Directory Admin New User
	LDAP GUIs - Directory Admin New User
	LDAP GUIs - Directory Admin New User
	LDAP GUIs - Directory Admin New User
	LDAP GUIs - Directory Admin New User
	LDAP GUIs - Directory Admin New User
	Perl and LDAP - Basic Query
	Perl and LDAP - Adding
	Perl and LDAP - Deleting
	Perl and LDAP - Modifying
	Perl Paged Results
	Perl Paged Results cont
	Perl Paged Results cont
	Perl Paged Results cont
	Perl Paged Results cont
	PHP and LDAP - Binding
	PHP and LDAP - Searching
	PHP - Adding And Removing Attributes
	Questions?
	References

